PROFESSIONAL PRACTICES FOR BUSINESS CONTINUITY PLANNERS

SUBJECT AREA OVERVIEW

Subject

Area

Title and Description

1

Project Initiation and M anagement

Egtablish the need for a Business Continuity Plan (BCP), including obtaining
management support and organizing and managing the project to completion within
agreed upon time and budget limits.

Risk Evaluation and Control

Determine the events and environmenta surroundings that can adversdly affect the
organization and its facilities with disruption as well as disaster, the damage such
events can cause, and the controls needed to prevent or minimize the effects of
potential loss. Provide cost-benefit andysis to judtify investment in controls to
mitigate risks.

Business Impact Analysis

Identify the impacts resulting from disruptions and disaster scenarios that can affect
the organization and techniques that can be used to quantify and qudify such impacts.
Egtablish critica functions, their recovery priorities, and inter-dependencies so that
recovery time objective can be set.

Developing Business Continuity Strategies

Determine and guide the sdlection of aternative business recovery operating strategies
for recovery of business and information technologies within the recovery time
objective, while maintaining the organization’s critica functions.

Emergency Response and Operations

Deveop and implement procedures for response and stabilizing the situation following
an incident or event, including establishing and managing an Emergency Operations
Center to be used as a command center during the emergency.

Developing and I mplementing Business Continuity Plans

Design, develop, and implement the Business Continuity Plan that provides recovery
within the recovery time objective.

Awar eness and Training Programs

Prepare a program to create corporate awareness and enhance the skills required to
develop, implement, maintain, and execute the Business Continuity Plan.
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PROFESSIONAL PRACTICES FOR BUSINESS CONTINUITY PLANNERS

Subject

Area | Title and Description

8 Maintaining and Exer cising Business Continuity Plans

Pre-plan and coordinate plan exercises, and evaduate and document plan exercise
results. Develop processes to maintain the currency of continuity cagpabilities and the
plan document in accordance with the organization' s Srategic direction. Verify that
the Plan will prove effective by comparison with a suitable standard, and report
resultsin aclear and concise manner.

9 Public Relationsand Crisis Coordination

Develop, coordinate, evauate, and exercise plans to handle media during crisis
stuations. Develop, coordinate, evauate, and exercise plans to communicate with
and, as appropriate, provide trauma counseling for employees and their families, key
customers, critical suppliers, owners/stockholders, and corporate management during
criss. Ensure dl stakeholders are kept informed on an as-needed basis.

10 Coordination with Public Authorities

Establish gpplicable procedures and policies for coordinating response, continuity,
and restoration activities with local authorities while ensuring compliance with
applicable statutes or regulations.
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SUBJECT AREA 1-PROJECT INITIATION and MANAGEMENT

Egtablish the need for a Business Continuity Plan (BCP), including obtaining management support and
organizing and managing the project to completion within agreed upon time and budget limits.

The professond’sroleisto
1. Lead Sponsorsin Defining Objectives, Policies, and Critical Success Factors
Scope and objectives
Legd and requirements reasons
Case higtories
2. Coordinate and Organize/M anage the BCP Project usng asteering committee and project
task force. Understand the difference between disaster recovery, response, mitigation/avoidance,
contingency planning, business continuity, and criss managemen.
3.  Overseethe BCP Project Through Effective Control Methods and Change M anagement
4. Present (Sdl) the Project to Management and Staff
5. Deveop Project Plan and Budget

6. Defineand Recommend Project Structure and Management

7.  Managethe Process
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The professond should demonstrate a working knowledge in the following aress.

1. Egtablish the Need for Business Continuity

@ P o0oTw

Reference reevant legd/regulatory/statutory/contractual requirements and restrictions
Reference relevant regulations of industry trade bodies or associations, where appropriate
Reference current recommendations of relevant authorities (define these)

Rdate legidation, regulaions, and recommendations to organizationa policy

Identify any conflicts between organizationd policies and relevant externd requirements
Identify any audit records

Propose methods, which may include a BCP, to resolve any conflicts between organizationa
policies and relevant externd requirements

Identify business practices (e.g., just-in-time inventory) that may adversely impact the
organization's ahility to recover following a disaster event

2. Communicatethe Need for a Business Continuity Plan

a
b.

C.
d.

Develop awareness by means of formal reports and presentations

State the benefits of the BCP and relate the benefits to organizationa mission, objectives, and
operations

Gain organizational commitment to the BCP project

Develop a mission statement/charter for the BCP project

3. Involve Executive Management in the BCP Project

a

b.

Explain executive management's role in the BCP project
Explain and communicate management's accountability and liability

4.  Establish a Planning/Steering Committee: Roles and Responsibilities, Types of
Organization, Control and Development, and M ember ship

o0 oo

Select appropriate personnel

Define their roles and responshbilities

Develop an overdl project plan with redigtic time estimates and schedule
Develop a suitable set of objectives for the BCP

5. Develop Budget Requirements

oo oo

Clearly define resource requirements

Obtain estimates of financid requirement
Verify the validity of resources requirements
Vdidate the estimates of financid requirements
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PROFESSIONAL PRACTICES FOR BUSINESS CONTINUITY PLANNERS
e. Negotiate resource and financid requirements with management

6. ldentify Planning Team(s) and Responsibilities

a. Emergency management /crisis response/crisis management team
b. Budness continuity planning teams (multi-location, multi-divisons, ec.)
c. Recovery/response and restoration teams

7. Develop and Coordinate Action Plans
8. Deveop Project Management and Documentation Requirements
9. Report to Senior Management and Obtain Senior Management Approval/ Commitment

a.  Set up aschedule to report the progress of the BCP project to senior managers

b. Develop regular status reports for senior management that contain concise, pertinent,
accurate, and timely information on key parameters of interest or information of which senior
management should be made aware

10. Project Management

a. Identify and develop business continuity plan phases smilar to classicad project plan phases:
problem invedtigation, problem definition, feasbility study, systems description,
implementation, ingalation, and review

b. Establish busness continuity plan project characteristics: gods, tasks, resources, time
schedules, and critical success factors

c. Execute generdly accepted responghilities of abusiness continuity planning project manager:
1. Define the business continuity planning project
2.  Asssssthe business continuity planning project risk
3. Organize the business continuity planning project
4. Pan the business continuity planning project in detail, including time management and
project scheduling (milestone, Gantt, and/or PERT/CPM charts, use of computer-based
software for scheduling)
Monitor and manage the business continuity planning project activities
Track and report the business continuity planning project progress
7. Manage change associated with the business continuity planning project

o o
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SUBJECT AREA 2 - RISK EVALUATION and CONTROL

Determine the events and environmenta surroundings that can adversdly affect the organization and its
facilities with disruption aswell as disaster, the damage such events can cause, and the controls needed
to prevent or minimize the effects of potentid loss. Provide cost- benefit andyssto judtify invesment in
controls to mitigate risks.

The professond’sroleisto

1. Understand the Function of Probabilities and Risk Reduction/Mitigation Within the
Organization

2. ldentify Potential Risksto the Organization
Probability
Consequences
3. ldentify Outside Expertise Required
4.  ldentify VulnerabilitiesThreatsExposur es
5. Identify Risk Reduction/Mitigation Alter natives
6. ldentify Credible Information Sources

7. Interface with Management to Deter mine Acceptable Risk Levels

8.  Document and Present Findings
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PROFESSIONAL PRACTICES FOR BUSINESS CONTINUITY PLANNERS

The professond should demongtrate a working knowledge in the following aress.

1. Undestand Loss Potentials

a

€.

f.

o}

Identify thrests from both internal and externd sources. These should include, but not be
limited to, the following:

1. Naturd, man-made, technologicd, or politica disasters

2. Accidentd versusintentiond

3. Internd versus externd

4. Controllable risks versus those beyond the organization’ s control

5. Eventswith prior warnings versus those with no prior warnings

Determine the probability of events

1. Information sources

2. Credibility

Create methods of information gathering

Deveop a suitable method to evaluate probability versus severity
Establish ongoing support of evauation process

Identify the relevant key security and legiddive issues

Establish cost benefit andysis to be associated with the identified loss potentid

2. Determinethe Organization's Vulnerability to L oss Potentials

a

b.

Identify primary thrests the organization may face, and secondary/collateral events that could
meterialize because of such threats (e.g., hurricane threat could result in severd events
including high winds, flood, fire, building and roof collgpss, €ic.)

Sdect vulnerabilities most likely to occur and with greatest impact

3. Identify Controlsand Safeguardsto Prevent or Minimize the Effect of the L oss Potential

a

Location(s) and security consderations. The actions taken and facilities ingtaled to reduce
the probability of occurrence of incidents that would impair the ability to conduct business.
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1. Physcd protection
(& Understand the need to restrict access to buildings, rooms, and other enclosures
where circumstances demand a“ 3-dimensiond” consderation
(b) Understand the need for barriers and strengthened structures to deter willful and
accidenta and/or unauthorized entry
2. Physcd presence
(& Understand the need for the use of speciaist personned to conduct checks at key
entry points
(b) Understand the need for manned and/or recorded surveillance equipment to
control access points and areas of exclusion
3. Logicd protection
(& Understand the need for system- provided protection of data stored, in process, or
intrandation
4. Location of assets
(& Understand the inherent protection afforded key assets by virtue of their location
relative to sources of risk.

b. Location: physica congruction, geographic location, corporate neighbors, facilities
infrastructure, community infrastiructure

c. Protection: detection, notification, suppression

d. Security and access controls, tenant insurance, leasehold agreements
e. Personnd procedures

f.  Procedura controls

g. Information backup and protection

h.  Information security: hardware, software, data, network

I.  Preventive maintenance and equipment preplanning

j. Utlities duplication of utilities, redundanciesin utilities

k. Interface with outside agencies

l.  Services dectricity, ar conditioning, water, communications, maintenance, equipment
replacement and spares, documentation
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4. Evaluate, Select, and Use Appropriate Risk Analysis M ethodologies and Tools

a. |dentify dternative risk andysis methodologies and tools
1. Quditative and quantitative methodologies
2. Advantages and disadvantages
3. Rdiahility/confidence factor
4. Bagsof mathematica formulas used

b. Seect appropriate methodology and tool(s) for company-wide implementation
5.  Identify and Implement Information Gathering Activities
a. Deveop adrategy consstent with business issues and organizationa policy

b. Develop adrategy that can be managed across business divisons and organizationd
locations

c. Employ credible information sources

d. Create organizationwide methods of information collection and digtribution
Forms and questionnaires

Interviews

Mestings

Documentation review

Andyss

SARESIE A

e. Usesoftware
6. Evaluatethe Effectiveness of Controlsand Safeguards
a.  Develop communications flow with other internal departments/divisons

b. Establish business continuity service level agreements for both supplier and customer
organizations and groups

c. Develop preventive and pre-planning options

1. Cost/bendfit

2. Implementation priorities, procedures, and control
3. Teding

4. Audit functions and responsibilities
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d. Understand options for risk management and selection of gppropriate or cost-effective
response, i.e. risk avoidance, transfer, or acceptance of risk
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e. Devdop interface with suppliers and utilities

f.  Develop security practices

g ldentify methods to minimize the effects of the loss potentia

h.  Brief participants, ensuring they understand their objectives and reporting structure
7.  Risk Evaluation and Control

a.  Egablish disaster scenarios based on risks to which the organization is vulnerable. The
disaster scenarios should be based on these type of criteria: severe in magnitude, occurring at
the worst possible time, resulting in severe impairment to the organization’s ability to conduct
business.

b. Evduaterisks and classfy them according to reevant criteria, including: risks under the
organization’s control, risks beyond the organization’s control, threats with prior warnings
(such astornadoes and hurricanes), and threats with no prior warnings (such as
earthquakes).

c. Evaduateimpact of risks and threats on those factors essential for conducting business
operations: availability of personnd, availability of information technology, availahility of
communications technology, status of infrastructure (including trangportation), etc.

d. Evauate controls and recommend changes, if necessary, to reduce impact due to risks and
threats
1. Controlsto inhibit impact threats. preventive controls (such as passwords, smoke
detectors, and firewalls)
2. Controls to compensate for impact of thrests: reactive controls (such as hot Sites)

8.  Security

a. Identify the organization’s possible security exposures, including the following specific
categories of security risks
1. Physcd /plant security
2. Information security - computer room and media storage area security
3. Communications security - voice and data communications security
4. Network security - intrangt security, Internet security

b. Adviseonfeashle, cost-effective security measures required to prevent/reduce security-
related risks and thrests
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9. Backup and Restoration Procedures

a.  ldentify vita record needs in the organization, including paper and e ectronic records
Evauate exigting backup and restoration procedures for vita records
c. Adviseon and implement feasible, cost-effective backup and restoration procedures for dl

forms of the organization’s vita records

=
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PROFESSIONAL PRACTICES FOR BUSINESS CONTINUITY PLANNERS

SUBJECT AREA 3-BUSINESS IMPACT ANALYSIS

Identify the impacts resulting from disruptions and disaster scenarios that can affect the organization and
techniques that can be used to quantify and quaify such impacts. Establish critica functions, their
recovery priorities, and inter-dependencies so that recovery time objective can be set.

The professond’sroleisto

1.

2.

10.

11.

I dentify Organization Functions

I dentify Knowledgeable and Credible Functional Area Representatives
Identify and Define Criticality Criteria

Present Criteria to Management for Approval

Coordinate Analysis

I dentify Inter dependencies

Define Recovery Objectives and Timeframes, including recovery times, expected losses, and
priorities

Identify Information Requirements
I dentify Resour ce Requirements
Define Report Format

Prepare and Present
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The professond should demonstrate a working knowledge in the following aress.
1. Edtablish the Project

Identify and obtain a project sponsor for the Business Impact Analys's (BIA) activity
Define objectives and scope for the BIA project

Choose an appropriate BIA project planning methodol ogy/tool

Identify and inform participants of the BIA project and its purpose

|dentify training requirements

Egtablish atraining schedule and undertake training

Ensure the project leader has a sound understanding of the purposes of the organization
Obtain agreement on fina project time schedule and initiate the BIA project

SQ@ O Q0o

2. Assess Effects of Disruptions, L oss Exposure, and Business | mpact

a. Effectsof diguptions
1. Lossof asets key personnd, physical assets, information assets, intangible assets
Disruption to the continuity of service and operations
Violation of law/regulation
Public perception

W

b. Impact of disruptions on business

Financid

Customers and suppliers

Public rdaiong/credibility

Legd

Regulatory requirements/consderations
Environmentd

Operationa

Personnel

Other resources

©WoNOOA~WNE

c. Determine Loss Exposure

1. Quantitaive
(& Property loss
(b) Revenueloss
(©) Fines
(d) Cashflow
(e) Accountsreceivable
(f) Accounts payable

(9 Legd liability
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(h) Human resources
(i) Additiond expensesiincreased cost of working
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2. Quditaive
(& Human resources
(b) Morde
() Confidence
(d) Legd
(d) Socia and corporate image
(e) Fnancid community credibility

3.  BusinessImpact Analysis (BIA) - A Suggested M ethodology
Understand Assessment Techniques. Quantitative and Qualitative M ethods

a. BIA datacollection methodologies

1. Finalize an gppropriate data collection method (e.g., questionnaires, interviews,
workshop, or in agreed combination)

2. Recommend and obtain agreement as to how potentid financia and non-finencid
impact can be quantified and evauated

3. Identify and obtain agreement on requirements for non-quantifiable impact information
and gain agreement

4. Develop questionnaire (if used) and completion ingructions

5. Determine data analyss methods (manua or computer)

b. Data collection via questionnaires

1. Understand the need for appropriate design and distribution of questionnaires, including
explanation of purpose, to participating departmental managers and staff

2. Understand the role of, and manage, project kick-off meetings to distribute and explain
the questionnaire

3. Understand the role of, and support respondents during completion of questionnaires

4. Review completed questionnaires and identify those requiring follow-up interviews

5. Conduct follow-up discussions when clarification and/or additiona detalis required

c. Datacollection viainterviews only
1. Understand the need for consstency, with the structure of each interview predefined
and following a common format
2. Ensurethe base data to be collected at each interview is predefined
3. Undergtand the need for initid interview to be reviewed and verified by the interviewee
4. Schedulefollow-up interviews, if initid analysis shows a need to darify and/or add to
the data already provided

d. Datacollection viaaworkshop
1. Understand the need for, and set a clear agenda and set of objectives
2. ldentify the gppropriate level of participating management and obtain agreement
3. Choose appropriate venue, evauating location, facilities, and saff availability
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i

Act asfacilitator and leader during discussons

Ensure workshop objectives are met

6. Ensureadl issues outstanding at the end of the workshop are identified and respongbility
for their resolution agreed upon

o

e. BusnessImpact Anayss report
1. Preparedraft BIA report containing initid impact findings and issues
2. Issue draft report to participating managers and request feedback
3. Review manager feedback and, where appropriate, revise findings accordingly or add
to outstanding issues
4. Schedule aworkshop or meeting with participating manager(s) to discuss initia findings,
when necessary

5. Ensureorigind findings are updated to reflect changes arisng from these mestings

6. Preparefina Business Impact Analysis report according to organization or house
standards

7. Prepare and undertake forma presentation of Business Impact Andysis findingsto
peers and executive bodies

Note:  No standards exigt for the format or distribution of Business Impact Anaysis reports, so
these reports will vary between companies.

4. DefineCriticality of Business Functions and Records, and Prioritize

a. Edablish definition of criticdity, and negotiate with maenagement sngle or multiple levels of
criticdity

b. Identify critica functions
1. Busnessfunctions
2. Support functions
3. Interdependencies

c. Identify vita records to support business continuity and business restoration

d. Prioritize criticd busness functions

5. Determine Recovery Timeframes and Minimum Resour ce Requirements

a. Deermine recovery windows for critica business functions based on leve of criticality

b. Determine the order of recovery for critica business functions, and support functions and
systems based on parald and interdependent activities
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c. Determine minimum resource requirements for recovery and resumption of critical functions
and support systems
1. Internad and externd resources
2. Owned versus nor-owned resources
3. Exiding resources and additional resources required

6. ldentify Business Processes
a.  Interreationship between the business processes
b. Process dependencies
1. Intradepartment
2. Interdepartment
3. Technology

4. Processes

7.  Determine Replacement Times

a.  Equipment

b. Key personne

c. Raw maeridg/sub-assamblies
d. Other
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SUBJECT AREA 4 -DEVELOPING BUSINESS CONTINUITY

STRATEGIES

Determine and guide the sdection of aternative business recovery operating strategies for recovery of
bus ness and information technol ogies within the recovery time objective, while maintaining the
organization’s critica functions.

The professond’sroleisto

1. Understand Available Alternatives and Their Advantages, Disadvantages, and Cost
Ranges, including mitigation as arecovery drategy

2. ldentify Viable Recovery Strategies within Business Functional Areas
3. Consolidate Strategies

4. ldentify Off-Site Storage Requirements and Alter native Facilities

5. Develop Business Unit Consensus

6. Present Strategiesto Management to Obtain Commitment
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The professond should demonstrate a working knowledge in the following aress.
1. ldentify Business Continuity Strategy Requirements

a.  Review businessrecovery issues
Timeframes

Options

Location

Personnel

Communications

agrONPE

b. Review technology recovery issues for each support service

c. Review non-technology recovery issues for each support service, including those support
services not dependent upon technology

d. Compareinternd/externd solutions

e. |dentify dternative recovery drategies
Do nothing

Defer action

Manua procedures

Reciproca agreements
Alternative Ste or business facility
Alternate source of product
Service bureau

Consortium

. Digtributed processing

10. Alternative communications

11. Mitigation

12. Preplanning

©CoNOUOA~AWNE

f.  Compareinternd and externd solutions
0 Assessrisk associated with each optiona recovery strategy

2. Assess Suitability of Alternative Strategies Against the Results of a Business | mpact
Analysis

a. Effectivey andyze business needs criteria
b. Clearly define recovery planning objectives
c. Develop aconsgtent method for evauation
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d. Set basdine criteriafor options
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3. Prepare Cost/Benefit Analysis of Recovery Strategiesand Present Findingsto Senior
M anagement

a.  Employ apracticd, understandable methodology
b. Setredidic time schedulesfor evauation and report writing
c. Ddiver concise specific recommendations to senior management

4. Sdlect Alternate Site(s) and Off-Site Storage

Criteria

Communications
Agreement congderations
Comparison techniques
Acquistion

Contractua consideration

0 Qa0 o

5. Understand Contractual Agreementsfor Business Continuity Services

a.  Understand and prepare requirements statements for use in formal agreements for the
provison of continuity services

b. Formulate any necessary technical specifications for usein “invitation-to-tender” format

c. Interpret externa agreements proposed by suppliersin reation to the origina requirements
specified

d. Identify specific requirements excluded from any standard agreements proposed

e. Understand and advise on the inclusion of optiona eements and those that are essentia

6. Enterprise-Wide

a.  Develop, implement, and exercise enterprise-wide plans for business continuity to emphasize
coordination of business unit continuity, information technology, and communications
technology recovery and continuity

b. Deveop, implement, and exercise enterprise-leve criss management plans for media
handling, criss communications, etc.

7.  BusinessUnit Plans
a.  Develop, implement, and exercise business unit response, recovery, resumption, restoration,
and return plans

b. Dedgnate and obtain approval for recommended staff and access to essential equipment
resources for work arearecovery sites
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8. Emergency Telecommunications

To gain a thorough under standing of this area of professional practices, the business
continuity professional is strongly urged to undergo formal education and training through
telecommunications or communications technol ogies cour ses.

a.  Voice communications
1. Deveop drategies to recover/restore voice communications
2.  Make arrangements with local 1oop and long distance phone service providers for voice
communications recovery (e.g., dternate exchanges, aternate routing, did backup,
foreign exchanges, etc.)

b. Daacommunications
1. Deveop, implement, and exercise plans to recover/restore data communications
2. Evauate and sdect gppropriate arrangements with local, long distance, and globa
telecommunications network service providers for data communications recovery
drategies and action plans.
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SUBJECT AREA 5- EMERGENCY RESPONSE and OPERATIONS

Deveop and implement procedures for response and stabilizing the Situation following an incident or
event, induding establishing and managing an Emergency Operations Center to be used as a command
center during the emergency.

The professond’sroleisto

1.

I dentify Potential Types of Emergencies and the Responses Needed (e.g., fire, hazardous
materias leak, medica)

I dentify the Existence of Appropriate Emergency Response Procedures
Recommend the Development of Emer gency Procedures Where None Exist

Integrate Disaster Recovery/Business Continuity Procedures with Emer gency Response
Procedures

I dentify the Command and Control Requirements of Managing an Emer gency

Recommend the Development of Command and Control Proceduresto Define Roles,
Authority, and Communications Processes for Managing an Emer gency

Ensure Emergency Response Procedures are I ntegrated with Requirements of Public
Authorities (Refer also to Subject Area 10, Coordination With Public Authorities)
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The professond should demonstrate a working knowledge in the following aress.
1. ldentify Components of Emergency Response Procedure
a.  Reporting procedures

1. Internal (escaation procedures)

(@ Locd

(b) Organization (decisormaking process)
2. Externa (response procedures)

(& Public agenciesand media

(b) Suppliersof products and services

b. Pre-incident preparation

1. Bytypesof disaster

(8 Actsof nature

(b) Accidentd

(©) Intentiond

Management continuity and authority
3. Rolesof desgnated personnel

N

c. Emergency actions

Evacuation

Medical care and personne counsdling
Hazardous materid response
Firefighting

Notification

Other

o0 kwbdpr

d. Fadlity sabilization
e. Damage mitigation
f.  Testing procedures and responghilities
2.  Develop Detailed Emergency Response Procedures
a.  Protection of personnel
1. Recognize and understand the vaue of supplementing any reevant statutory precautions

2. ldentify options for immediate deployment and subsequent contract
3. Provide for communication with staff, next-of-kin, and dependents
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4. Undergtand implications of statutory regulations

b. Contanment of incident
1. Undergand the principles of salvage and loss containment
2. Understand options available to supplement the efforts of the emergency servicesin
limiting business impact
3. Undergand possihilities within business functionsto limit the impact of a disagter, within
datutory congraints

C. Assessment of effect
1. Andyzethe stuation and provide effective assessment report
2. Edimate the event’ s direct impact on the organization
3. Communicate Stuation to employees at involved facility and any other organization
locations
4. Demondrate awareness of the likely mediainterest and formulate aresponsein
conjunction with any exigting public relations and/or existing marketing unit

d. Decide optimum actions
1. Undergtand the issues to be considered when recommending or making decisions on
recovery options
2.  Undergtand the roles of the emergency services
3. Maintain principles of security, especidly in regard to the disposal of stored/archived
materias or damaged materids with retained value

3. Identify Command and Control Requirements

Designing and equipping the Emergency Operations Center

Commeand and decison authority roles during the incident
Communication vehicles (e.g., radio, messengers, and cedllular telephones)
Logging and documentation methods

o0 oo

4. Command and Control Procedures

Opening the Emergency Operations Center

Security for the Emergency Operations Center

Scheduling the Emergency Operations Center teams
Management and operations of the Emergency Operations Center
Closing the Emergency Operations Center

O aep o

5.  Emergency Response and Triage

a.  Devdop, implement, and exercise emergency response and triage procedures, including
determination of priorities for actionsin an emergency
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b. Develop, implement, and exercise triage procedures such asfirst aid and medica trestment;
identify location and develop procedures for trangportation to nearby hospitals

6. Salvage and Restoration

a.  Assemble reaction team
1. Undergand the need for effective diagnosis of incident by telephone
2. Understand the need for effective assembly of relevant resources at the affected site
3. Develop interna escalation proceduresto provide required leve of resources on-Site as
incident/response develops

b. Define drategy for initid on-gte activity

1. Undergand the need to identify immediate loss mitigation and savage requirements

2. Understand the need for and, if necessary, prepare an action plan for Ste safety,
security, and stabilization

3. ldentify appropriate methods for protection of assets on+Ste, including equipment,
premises, and documentation

4. Recognize potentia need to establish liaison with externa agencies (e.g., Satutory
agencies, emergency services such asfire departments and police, insurers, loss
adjugters, etc.), and specify type of information these agencies may require

5. Undergtand business requirements and interpret them to aid physical asset recovery

6. Edablish procedures with public authorities for facility access

Version: May 2002 Page 27 of 52




PROFESSIONAL PRACTICES FOR BUSINESS CONTINUITY PLANNERS

SUBJECT AREA 6 - DEVELOPING and IMPLEMENTING BUSINESS
CONTINUITY PLANS

Design, develop, and implement the Business Continuity Plan that provides recovery within the recovery
time objective.

The professond’sroleisto
1. Identify the Components of the Planning Process
. Panning methodology

Pan organization

Direction of efforts

Staffing requirements
2. Contral the Planning Process and Produce the Plan
3. Implement the Plan

4. Test thePlan

5.  Maintain the Plan
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The professond should demonstrate a working knowledge in the following aress.

1. Determine Plan Development Requirements

a.  Pamingads
b. Tools
1. Job descriptions
2. Action plans
3. Checkligs
4. Matrices and flowcharts
5. Foms
6. Information database
7.  Other supporting documentation

2. Define Recovery Management and Control Requirements

a. Define dissster
1. Differentiate between an interruption and a disaster
2. Suggest severity criteriathat may be used to create a definition
3. Dedgn excdation criteria

b. Identify and agree on approach to key phases of recovery; document agreed approach

c. Recovery team concept

1. Team description

2.  Team organization

3.  Responghilities
(8 Recovery coordinator
(b) Group coordinators

4. Support staff

5.  Emergency Operations Center

d. Edablish procedure to trangtion from emergency response plan to business continuity plan.

3. Identify and Define the Format and Structure of Major Plan Components. Develop
Proceduresto Ensure Business Continuity usng aformat suitable for use under emergency
conditions

a.  Plan design and structure
1. Identify examples of dternative plans and Sructures
2. Define how plan gtructure istied to the organization
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3. Document structure and design of departmenta continuity plans
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4. Ensure built-in mechanisms to ease maintenance
5. Pan and implement the gathering of data required for plan completion

b. Allocate tasks and respongbilities
1. Differentiate between recovery teams and departmenta teams
| dentify tasks to be undertaken
Identify necessary teams to perform required tasks
Assgn respongibilities to teams
Identify and list key contacts, suppliers, and resources

gD

4. Draft the Plan

a.  Sdect gppropriate tools for plan development and maintenance

b. Draft the Business Continuity Plan, ensuring adequate and appropriate involvement of
personnd required to implement the Plan

c. Continue gathering data as needed to ensure Plan is complete and accurate

5. Define Business Continuity Procedures

a. Locate and catd ogue organization information
1. ldentify and confirm information and documentation critica to the organization’'s key
business
Select or recommend appropriate methods of business backup
Determine which information should be duplicated
Establish duplication or replication methods
Set up regular schedules for duplicetion
Quantify storage requirements
| dentify suitable storage facilities
Establish schedules for safe transfer of information to suitable storage facilities
. Understand retention periods
10. Identify key suppliers

©OoNoO O~ WN

b. Protection and replication Strategies

1. Define assumptions governing the choice of replication and storage Strategies
2. Define program for replication and storage of specific classes and types of information
3. Undergtand the advantages and disadvantages of
(& Duplication methods
(b) Replication methods
() Storage methods
4. Undergand the advantages and disadvantages of available protection methods
5. Predict shdf-life of sored information
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PROFESSIONAL PRACTICES FOR BUSINESS CONTINUITY PLANNERS

Understand suitable trestment that may be required during storage, according to the
media used and environmenta conditions

c. Information recovery

1.

N

Recommend suitable procedures, taking into account:

(8 Most suitable sequence of recovery

(b) Compatibility of reading and writing equipment and storage media

() Timeframes determined by the business requirements

(d) Timeframes determined by the legidative requirements

() Requirements of daily or weekly routines, where gpplicable

|dentify recovery or sarting point for processing or handling information

Develop areasonable set of assumptions, taking various redistic scenarios into account

Develop optiond business methods

Recommend dternative ways to conduct business when norma resources are
unavailable following a disagter or other disruptive event that will be effective until
recovery procedures are successfully completed

Recommend method/procedures to easily transfer business functions from any
dternative, temporary, or emergency operation into the new/replaced/re-inddled
service

6. Damage Assessment

a.  Damage assessment

1.
2.
3.

4.
5.

Cregte an action plan for assessing damage

Understand economics of repair versus replacement

Understand the capabilities of salvage specidigts in sdecting and applying relevant
methods of contamination andlyds

Understand the criteria for selecting appropriate sub-contractors for salvage operations
Clearly rdate damage assessment to business continuity of organization

b. Define retoration strategy

1.
2.
3.
4.

5.
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Employ alogical but relevant and practica gpproach to business recovery requirements
Demondtrate ability to reduce consequentia losses

Agree upon restoration methods for business assets (e.g., equipment, eectronics,
documents, data, furnishings, premises, plant, computers, €tc.)

Understand the approva process for restoration and especialy the implications of
warranties

Define a dtrategy for restoration
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7.  Critical Resource Acquisition
8.  Security
9. Human Resource and Personnel Consider ations
10. Develop General Introduction or Overview

a. Generd information
Introduction

Scope

Objectives
Assumptions
Responghility overview
Teding

Maintenance

NoaMwOwDNPE

b. Pan activation

1. Notification
@ Primary
(b) Secondary
2. Disagter declaration procedures
3. Mohilization procedures
4. Damage assessment concepts
(@ Initid
(b) Detailed

(©) Team members

c. Team organization
1. Team description
2.  Team organization
3. Team leader respongbilities

d. Policy satement
e. Emergency Operations Center
11. Develop Administration Section
a. ldentify recovery functions for specific support functions

1. Personnd/human resources
2. Security
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3. Insurancelrisk management
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4.  Equipment/supplies purchasing
5. Trangportation

6. Legd

b. Understand need for public relations/media communications coordinator
1. Qudifications
2. Respongbilities

c. Other specidist coordinator/team responsibilities
1. Rdationgliaison with regulatory bodies
2. Invedor relations
3. Rdationswith other involved groups (e.g., customers and suppliers)

d. Identify components of vital records program
e. Action sections
1. Recovery team
(& Personnd

(b) Responghilities
(c) Resources

f.  Action plans
1. Depatment/individud plans
2. Checkligts

3. Technica procedures
12. Develop Business Operations Plan

a.  Operating department plans

1. Essntid busnessfunctions
Information protection and recovery
Activation actions
Disagter Site recovery/restoration actions
End-user computing needs

gD

b. Components of avital records program
c. Action sections

1. Recovery team
(& Personne
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(b) Responghilities
(c) Resources

d. Actionplans
1. Specific department/individud plans
2. Checkligts

3. Technica procedures
13. Develop Information Technology Recovery Plan

a. Recovery ste activation

1. Management
Adminigration/logigics
New equipment
Technica services
Application support
Network communications
Network enginesring
Operations
Inter-gite logistics and communications
Data preparation
. Production control
End-user liaison
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b. End-user requirements
c. ldentify components of vital records program
d. Action sections

1. Recovery team
(& Personnd
(b) Responghilities
(c) Resources

e. Actionplans
1. Specific depatment/individud plans
2. Checkligts
3. Technica procedures

14. Develop Communication Systems Plan

a.  Voice communicetions recovery plans
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Phone lines, indluding in-bound toll-free (1-800) lines and fax lines
Voice mail, voice response units, and other voice-based services

3. Alternate arrangement for automated voice response during of a disaster

.
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b. Datacommunications recovery plans
1. Daacommunications with mainframe-based information systems
2. Loca areanetwork (LAN) recovery for work arearecovery
3.  Wideareanetwork (WAN) recovery for restoring global connectivity
4. E-mall, groupware, and other data communications-based work support

c. Emphasize and ensure detailed and up-to-date documentation of voice and data
communications networks throughout the enterprise

15. Develop End-User Applications Plans

a.  Plan design and structure
1. Identify examples of dternative plans and Sructures
Define how plan structure istied to the organization
Document structure and design of departmental continuity plans
Ensure built-in mechanisms to ease maintenance
Pan and implement the gathering of data required for plan completion

gD

b. Identify and agree on approach to key phases of recovery; document agreed approach

c. Allocate tasks and respongibilities

Differentiate between recovery teams and departmental teams
|dentify tasks to be undertaken

| dentify necessary teams to perform required tasks

Assgn respongibilities to teams

Identify and list key contacts, suppliers, and resources

agrONPE

16. Implement the Plan

a. Develop an education program
1. Standard guiddinesfor developing and implementing continuity plans
2. Employee roles and responshbilities defined in the continuity plans
3. Proceduresto be followed by employees throughout the organization
4. Training and awareness presentations to management and employees

b. Complete required tasks
1. Acquiring additiona equipment
2. Contractud arrangements
3. Preparing backup and off-gte storage

c. Develop test plans, schedules, and reporting procedures
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d. Develop maintenance, updating, and reporting procedures
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17. Continuity Actionsand Procedures
18. Edgablish Plan Distribution and Control Procedures
a.  Egablish procedures for distribution and control of business continuity plans

b. Establish procedures for digtribution and control of results of plan exercises
c. Edablish procedures for distribution and control of plan changes and updates
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SUBJECT AREA 7 - AWARENESS and TRAINING PROGRAMS

PROFESSIONAL PRACTICES FOR BUSINESS CONTINUITY PLANNERS

Prepare a program to create corporate awvareness and enhance the skills required to devel op,

implement, maintain, and execute the Business Continuity Plan.

The professond’sroleisto

1.

2.

Egtablish Objectivesand Components of Training Program

Identify Functional Training Requirements
Develop Training M ethodology

Develop Awareness Program

Acquireor Develop Training Aids

I dentify External Training Opportunities

I dentify Vehiclesfor Corporate Awareness

Version: May 2002
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The professond should demonstrate a working knowledge in the following aress.
1. De€fine Training Objectives
2. Develop Various Typesof Training Programs
a.  Computer based
b. Classroom
C. Test based
3. Develop Awareness Programs
a Management
b. Team members
c. New employee orientation
4.  ldentify Other Opportunitiesfor Education
a. Professond business continuity planning conferences and seminars

b. User groups
c. Publications
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SUBJECT AREA 8- MAINTAINING and EXERCISING BUSINESS

CONTINUITY PLANS

Pre-plan and coordinate plan exercises, and evauate and document plan exercise results. Develop
processes to maintain the currency of continuity capabilities and the Plan document in accordance with
the organization’ s Srategic direction. Verify that the Plan will prove effective by comparison with a
suitable standard, and report resultsin a clear and concise manner.

The professond’sroleisto

1. Pre-plan the Exercises

2. Coordinatethe Exercises

3. Evaluatethe Exercise Plans

4. ExercisethePlans

5. Document the Results

6. Evaluatethe Results

7. UpdatethePlan

8. Report Results/Evaluation to M anagement

9. Understand Strategic Directions of the Business

10. Attend Strategic Planning M eetings

11. Coordinate Plan Maintenance

12. Assist in Establishing Audit Program for the Business Continuity Plan
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The professonal should demonsrate aworking knowledge in the following aress.
1. Establish an Exercise Program
a. Effectively andyze complex issues
b. Employ alogicd, structured approach
c. Develop an exercise Strategy that
does not put the organization at risk
is practical, cost-effective, and gppropriate to the organization
enaures ahigh leve of confidence in recovery capability.
d. Create asuitable set of exercise guidelines.
2.  Determine Exercise Requirements
a. Define exercise objectives and establish levels of success
b. Identify types of exercises, and their advantages and disadvantages
1. Smulaionsand wak-throughs
2. Modular
3. Functiond
4. Announced
5. Unannounced
c. Esablish and document scope of the exercise
d. Exercise growth or expanson
e. Exercisefrequency
f.  Logigticsand preplanning
3. Develop Realistic Scenarios

a.  Credte exercise scenarios to gpproximate the types of incidents the organization is likely to
experience and the problems associated with these incidents

b. Train team membersin new roles and decision-making faling outside the norma
requirements of their permanent positions
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PROFESSIONAL PRACTICES FOR BUSINESS CONTINUITY PLANNERS

Exercise opening and communications, aswell aslogging and documentation requirements

for the Emergency Operations Center

1. Recondruction
(8 Damage assessment
(b) Facility
(c) Equipment
(d) Environment
() Savagerestoration (pecidist services)
(f) Insurance

4. Egablish Exercise Evaluation Criteria and Document Findings

d.

Obsarvation
Documentation

Evduaion
1. Expected versus actud results

Plan update requirements

5.  Createan Exercise Schedule

a

b.

C.

Develop a progressive, incremental schedule
St redidtic time scales
Allocate gppropriate and realistic resources

6. Select Exercise Method

©Caep o

Understand different methods of exerdsng

Identify advantages and disadvantages of dternate exercise methods
Select a sound and appropriate exercise method

Define controls and respongibilities

Document exercise specifications and circulate to al parties

7.  Define Exercise Objectives

a

b.

C.

Clearly define exercise objectives and scope
Ensure objectives do not put the organization at risk

Brief participants, ensuring they understand the objectives and their roles
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10.

11.

12.

13.

PROFESSIONAL PRACTICES FOR BUSINESS CONTINUITY PLANNERS

Prepare Exercise Control Plan and Reports

©Caep o

Q

Create realistic exercise scenarios gppropriate to the organization

Define assumptions and describe limitations

Identify resources required to conduct the exercise

|dentity exercise adjudicators (umpires)

Provide an inventory of items required for the exercise and specifications for the exercise
environment

Provide atimetable of events

Provide an dternate exercise plan to ensure that value is gained from the exercise in the event
of adverse circumstances

Conduct and Manage Exer cises

a

Conduct and manage each exercise

b. Audit exercise actions

Post-Exer cise Reporting

a

b.

Provide asummary of eventsfor participants

Provide a cogent, comprehensive summary with recommendeations, commensurate with levels
of confidentidity requested by exercise umpire/adjudicator or as specified by the subject
organization

Feedback and Monitor Actions Resulting from Exercise

©Caep o

Ensure that scheduled plan maintenance addresses all documented recommendations
Identify actions and owners for recommendations; confirm owner acceptance
Confirm time schedules for completing or reviewing agreed actions

Monitor (and escalate where necessary) progress to completion of agreed actions
Identify recommendations that require specific verification through exercisng

Establish Review Criteria

a

b.

C.

Periodic review
Key change events
Exercise reaults

Define Plan M aintenance Scheme and Schedule

a

b.

Define ownership of plan data
Andyze senstivity of particular dementsto change
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14.

15.

16.

17.

18.

PROFESSIONAL PRACTICES FOR BUSINESS CONTINUITY PLANNERS
c. Deveop suitable timeframes for amendment and/or review
d. Prepare maintenance schedules and review procedures

Maintain the Plan

Sdect tools

Monitor activities
Establish update process
Audit and control

oo oo

Formulate Change Control Procedures

Analyze business changes with business continuity planning implications

Set guiddines for feedback of changes to planning function

Develop change control procedures to monitor changes

Create proper version control; develop plan re-issue, digtribution, and circulation procedures
Understand the potentia implications of change on the Plan and, therefore, the requirement
for exercisng as required

®oo T

Establish Status Reporting Procedures
Establish Plan Distribution and Control Procedures

a.  Select support tools for the maintenance process
1. Understand the advantages and disadvantages of word processing plans
2. Understand the advantages and disadvantages of software support tools
3. Undergtand maintenance implications when selecting support tools (e.g, questionnaires,
database based, or with combined features, etc.)

b. Integration with organization awareness programs
1. ldentify and integrate the various factors that influence the orientation and effectiveness
of the business continuity program
2. Integrate and establish input to any existing organization orientation training programs
3. Integrate and arrange liaison functions with key business users

Set Audit Objectives and Scope

a.  Understand the different audit options and methods

b. Understand possible viable structures for a business continuity plan, and the methods of
controlling such aplan

c. Understand the essentid characterigtics of a viable business resumption plan

d. Recommend and agree upon objectives and scope for the audit
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19. Assess and Select Audit Method

a.  Determine whether to conduct a prdiminary study and identify appropriate method (e.g., by
use of quegtionnaires, interviews with key personnel)

b. Deveop aschedule of audit activities

c. Assessresource requirements for the audit activities

d. Prepare an audit plan

e. Prioritize audit area

f. Beaware of available techniques for auditing business continuity plans, and sdlect

appropriate techniques to achieve the audit objectives
20. Audit the Administrative Aspects of the Business Recovery Program

a. Deviseascheduleto audit any or dl the following
Awareness and training

Documentetion

Organization

Vitd records

Stand- by facilities

Maintenance

Contracts, SLAs or other commitments
Backup regimes

. Suppliers

10. Exercises

11. Logistics
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21. Audit the Plan’s Structure, Contents, and Action Sections

a. Deermineif a section in the Plan addresses recovery congderations
b. Evauate the adequacy of emergency provisions and procedures
c. Recommend improved positions if wesknesses exist

22. Audit the Plan’s Documentation Control Procedures

Determine whether the Plan is available to key personnd

Review update procedures

Demondirate that update procedures are effective

Examine the provision of secure backup copies of the Plan for emergency use
Ligt those individuas with copies of the Plan

Ensure that plan copies are current

0P o
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SUBJECT AREA 9 - PUBLIC RELATIONS and CRISIS COORDINATION

Note: Detalsof this subject areavary from country to country, and from industry to industry. The
following basic components should be considered in addition to those specific to your country
and/or indudtry.

Develop, coordinate, evauate, and exercise plans to handle media during crisis Stuations. Develop,
coordinate, evaluate, and exercise plans to communicate with employees and their families, key
customers, critical suppliers, owners/stockholders, and corporate management during crisis. Ensure dl
stakeholders are kept informed on an as-needed basis.

The professond’sroleisto

1. Edtablish Public Relations Programsfor Proactive Criss Management

2. Edablish Necessary Crisis Coordination with External Agencies

w

Establish Essential Criss Communicationswith Relevant Stakeholder Groups

»

Establish and Test Media Handling Plansfor the Organization and its Business Units
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The professond should demonstrate a working knowledge in the following aress.
1. Identify Componentsof Proactive Public Relations Program

a. Internd (corporate and business unit level) groups
b. Externd groups
c. Externd agencies

2. ldentify External Agencieswith Which Liaison isRequired

Local/gtate/nationa emergency services
Locd/date/nationd  civilian defense authorities
L ocal/state/national weather bureaus

Other governmenta agencies as appropriate

oo oo

3. Identify Stakeholder Groupsand Establish Essential Communications Plans

Ownerg/'stockholders
Employees and ther families

Key customers

Key suppliers
Corporate/headquarters management
Other stakeholders

0 Qa0 o

4. Establish and Exercise Media Handling Plans
a.  Policies and procedures for media handling

b. Pansand preparations for media handling
c. Implement and exercise media handling plans
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SUBJECT AREA 10 - COORDINATION WITH PUBLIC AUTHORITIES

Note: Detalsof this subject area vary from country to country, and from industry to industry. The
following basic components should be considered in addition to those specific to your country
and/or indudtry.

Establish gpplicable procedures and policies for coordinating continuity and retoration activities with
locd authorities while ensuring compliance with applicable statutes or regulations.

The professond’sroleisto

1. Coordinate Emergency Preparations, Response, Recovery, Resumption, and
Restoration Procedureswith Public Authorities

2. Edablish Liaison Proceduresfor Emergency/Disaster Scenarios

3. Maintain Current Knowledge of Laws and Regulations Concer ning Emer gency
Procedures
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The professona should demongtrate a working knowledge in the following aress.
1. Identify Applicable Lawsand Regulations Gover ning Emergency Response

a.  Gather/identify sources of information on gpplicable laws and regulations
b. Gather disaster recovery, environmenta cleanup, and business resumption requirements

2. ldentify and Coordinate with Agencies Supporting Disaster Recovery and Business
Continuity

a. ldentify statutory requirements for the industry in which the organization participates

b. Identify and coordinate with public agencies providing disaster assstance (financiad and
resources); establish liaison procedures

c. Work with gatutory agenciesto conform to legal and regulatory requirements

3. Deveop, Implement, and Exercise Plansto Meet Statutory Requirements

a. Ensuretha plans conform to statutory requirements

b. Ensurethat plan execution is coordinated with public authorities where necessary or required
under law (e.g., during adisaster due to terrorism, bombing, or other crimina activities that
require intervention by public authorities)

c. Periodicdly review liaison procedures
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